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Continuous Auditing
CONTINUOUS AUDITING A publication in the Continuous Everything series.

Continuous Auditing is an approach that aims to enable DevOps
teams to demonstrate in a short cyclical way that they are in control
when realizing, putting into production, and managing the new or
modified products and services at a rapid pace.

As a result, compliance risks are prevented by already thinking
about which risks to mitigate or eliminate from the requirements
and the design based on them.

This book is a publication in the continuous everything series.
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The content consists of an explanation of the continuous auditing pyramid model that describes
the six steps to give substance to continuous auditing, namely: determining scope, determining
goals, identifying risks, realizing controls, setting up monitoring facilities and demonstrating
effectiveness of controls.

The Continuous Auditing concept thus encompasses the entire lifecycle of risk management. As
a result, the risks are continuously under control. With this Agile approach of auditing, you have
a powerful tool to get a grip on the compliancy of your Agile system development and
management.

Author : Bart de Best
Publisher : Leonon Media, 2022
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Continuous Security
A publication in the Continuous Everything series.

Continuous security is an approach that aims to keep an

organisation in control from three perspectives:

¥ The business perspective: Business value streams are in control
of the identified risks by continuously testing the effectiveness
of the controls deployed and recording evidence.

¥ The development perspective: Development value streams are
in control by integrally including the non-functional require-
ments for information security in the development.

¥ The operations perspective: Operations value streams are in
control for the production of the new and changed ICT services
through an adequate design of the CI/CD secure pipeline in
which controls automatically test the non-functional require-

ments. This book is a publication in the continuous everything series. The content consists of a

discussion of the application of ISO 27001 on the basis of three sets of security practices, namely

Governance, Risk and Quality. The practices are provided with a definition and objective. In

addition, examples and best practices are given.

The continuous security concept is designed to be used in Agile Scrum (development) and
DevOps (Development & Operations) environments. To this end, it connects seamlessly to
common Agile management models. This Agile approach to information security provides you
with a powerful tool to get a grip on the compliance of your Agile system development and
management.
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CONTINUOUS DEVELOPMENT

e complete ABC of DevOps Development

BART DE BEST man

Continuous Development
A publication in the Continuous Everything series.

Continuous Everything is the collective name for all Continuous
developments that are currently going on in the DevOps world.

By placing these under one heading, structure can be applied to
individual developments and best practices can be defined on the
basis of patterns.

The term 'Continuous' includes the terms: outcome driven
development, incremental & iterative working, waste reduction
through a Lean approach, holistic working by including people,
process, partner & technology in the scope and giving continuous
attention to a deliverable (product or service) across the entire
lifecycle from an end-to-end approach.

This book is a collection of four Continuous Everything books, namely: Continuous Planning,
Continuous Design, Continuous Testing and Continuous Integration. For each Continuous
Everything aspect area it is indicated how to organise it in your organisation based on the change
manager paradigm and architecture principles and models. The best practices are also discussed
per aspect area. With this book in hand, you have a powerful tool to further your DevOps skills.
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CONTINUOUS OPERATIONS

The complete ABC of DevOps Operations

BART DE BEST
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Continuous Operations
A publication in the Continuous Everything series.

Continuous Everything is the collective name for all Continuous
developments that are currently going on in the DevOps world. By
placing these under one heading, structure can be applied to
individual developments and best practices can be defined on the
basis of patterns.

The term 'Continuous' includes the terms: outcome driven
development, incremental & iterative working, waste reduction
through a Lean approach, holistic working by including people,
process, partner & technology in the scope and giving continuous
attention to a deliverable (product or service) across the entire
lifecycle from an end-to-end approach.

This book is a collection of four Continuous Everything books, namely: Continuous Deployment,
Continuous Monitoring, Continuous Learning and Continuous Assessment. For each Continuous
Everything aspect area it is indicated how to organize it in your organization based on the change
manager paradigm and architecture principles and models. The best practices are also discussed
per aspect area. With this book in hand, you have a powerful tool to further your DevOps skills.
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Continuous Control

CONTINUOUS CONTROL A pUblication in the Continuous Everything series.

The complete ABC of DevOps Control

Continuous Everything is the collective name for all Continuous
developments that are currently going on in the DevOps world. By
placing these under one heading, structure can be applied to
individual developments and best practices can be defined on the
basis of patterns.

The term 'Continuous' includes the terms: outcome driven
development, incremental & iterative working, waste reduction
through a Lean approach, holistic working by including people,
process, partner & technology in the scope and giving continuous
BART DE BEST 2 | attention to a deliverable product or service across the entire
lifecycle from an end-to-end approach.

This book is a collection of three Continuous Everything books, namely: Continuous Assessment,
Continuous Security, Continuous Audit.

For each Continuous Everything aspect area it is indicated how to organize it in your organization
based on the change manager paradigm and architecture principles and models. The best
practices are also discussed per aspect area. With this book in hand, you have a powerful tool
to further your DevOps skills.
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Publisher : Leonon Media, 2022
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Continuous Everything

CONTINUOUS EVERYTHING A publication in the Continuous Everything series.

Continuous Everything is the collective name for all Continuous
developments that are currently going on in the DevOps world.

By placing these under one heading, structure can be applied to
individual developments and best practices can be defined on the
basis of patterns.

The term 'Continuous' includes the terms: outcome driven
development, incremental & iterative working, waste reduction
- through a Lean approach, holistic working by including people,
BART DE BEST cm process, partner & technology in the scope and giving continuous
attention to a deliverable product or service across the entire
lifecycle from an end-to-end approach.

This book is a collection of eight Continuous Everything books, namely: Continuous Planning,
Continuous Design, Continuous Testing, Continuous Integration, Continuous Deployment,
Continuous Monitoring, Continuous Learning and Continuous Assessment. For each Continuous
Everything aspect area it is indicated how to organize it in your organization based on the change
manager paradigm and architecture principles and models. The best practices are also discussed
per aspect area. With this book in hand, you have a powerful tool to further your DevOps skills.

Author : Bart de Best
Publisher : Leonon Media, 2022
ISBN (NL) : 978 94 92618 597

ISBN (UK) : 978 94 92618 665



206 | DevOps Continuous Security

— . | e— | SR
Author : Bart de Best
Publisher : Leonon Media, 2018

: info@leonon.nl

Ordering

DevOps Poster
DevOps Professional Exam Poster

This poster lists all the DevOps terms that a
student must learn in order to pass the exam
of DevOps Professional of Exin. This poster
can be ordered at info@leonon.nl.

The subjects on the poster are based on the
basic training material of Exin. Since there
are many terms to be learned, this poster will
help to learn them by reviewing them all at
once daily.
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Continuous security is an approach
that aims to keep an organization in
control from three perspectives:

1. The business perspective:
Business value streams are in control
of the identified risks by
continuously testing the
effectiveness of the controls
deployed and recording evidence.

2. The development perspective:
Development value streams are in
control by integrally including the
non-functional require-ments for
information security in the
development.

3. The operations perspective:
Operations value streams are in
control for the production of the new
and changed ICT services through an
adequate design of the CI/CD secure
pipeline in which controls
automatically test the non-functional
requirements.

This book is a publication in the
Continuous Everything series. The
content consists of a discussion of the
application of ISO 27001 on the basis of
three sets of security practices, namely
Governance, Risk and Quality. The
practices are provided with a definition
and objective. In addition, examples and
best practices are given.

The continuous security concept is
designed to be used in Agile Scrum
(development) and DevOps
(Development & Operations)
environments. To this end, it connects
seamlessly to common Agile
management models. This Agile approach
to information security provides you with
a powerful tool to get a grip on the
compliance of your Agile system
development and management.
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